S-boxes are usual targets of side-channel attacks and it is an open problem to develop design techniques for S-boxes with improved DPA resistance. One result along that line is the transparency order, a property that attempts to characterize the resilience of S-boxes against DPA attacks. Recently, it was shown there exist flaws with the original definition of transparency, which resulted in the new definition -modified transparency order. This paper develops techniques for constructions using the modified transparency as a guiding metric. For the 4 × 4 size, we significantly improve modified transparency order while remaining in the optimal classes. Experimental results are provided assuming a noisy HW leakage model to show the proposed S-boxes are more resistant than the original one of the PRESENT algorithm. We conclude with reports on 4 × 4 and 8 × 8 S-boxes where the results indicate that the modified transparency order could be a more useful metric than the transparency order. However, both measures are far from definitive solution on how to improve the DPA resistance.
Introduction
When discussing the security of modern block ciphers, it is often natural to discuss it through the prism of resilience against certain cryptographic attacks. Alongside differential [1] and linear [2] cryptanalysis, it is expected today that the algorithm possesses resistance also against side-channel attacks [3] . In order to defend against the first two types of cryptanalysis, Substitution Boxes (S-boxes) play a significant role. In fact, in many block ciphers, S-box is the only nonlinear part and therefore fundamental for the security of a whole cipher [4] . Somewhat surprising, in recent years researchers found that S-boxes have inherent resistance against side-channel analysis (SCA) (some more and some less). Naturally, there exist numerous countermeasures such as various hiding and masking schemes that improve the algorithm resiliency to SCA [5] .
First property that connected S-boxes and their resistance against side-channel attacks was SNR (DPA) [6] . Next, Prouff introduced transparency order [7] , a property that characterizes the resistance of S-boxes to the SCA or more precisely to differential power analysis (DPA) [8] . Later, Fei introduced confusion coefficient where it is possible to separate the target device, the number of traces and the algorithm under the examination [9] [10] [11] [12] . Up to now, transparency order received the most interest so we can speak about a whole line of research about the transparency order property as it is detailed below in Section 1.1.
Recently, Chakraborty et al. showed that the original transparency order definition is flawed and they proposed amendments to it that resulted in the modified transparency order property. However, until now, there has been no practical examination of this new property.
In accordance with that, in this paper we concentrate on generating S-boxes that have good values of modified transparency order property. By good values, we mean such values that are better than those found in currently used S-boxes.
When generating S-boxes we concentrate on the two most widely used Sbox sizes; more precisely, 4 × 4 and 8 × 8. The first one is used in lightweight cryptographic algorithms like PRESENT [13] or PRINCE [14] while the second one is used in what is probably the most well-known cryptographic algorithm in the world -AES [15] . In doing so, we experiment with three different approaches when generating S-boxes: random search, heuristics and affine transformation.
After presenting the newly generated S-boxes for both sizes, we also give SCA experiments, but only for 4 × 4 size. This is due to the two reasons: the first one is that our new S-box has all the same properties as the S-boxes currently used except it is superior in modified transparency order property. The second reason is that our S-box is possible to implement only as a lookup table which does not represent a difficulty for that size. When considering 8 × 8 size, both of those arguments do not hold.
Related Work
Leander and Poschmann classify all optimal 4 × 4 S-boxes [4] . Some examples of algorithms using optimal S-boxes are PRESENT [13] , PRINCE [14] and Noekeon [16] .
Regarding modified transparency order property, except for the paper that presented the property [17] , there are currently no other works. However, when discussing the original transparency order property there are many (sometimes contradicting) results. After Prouff in 2005 defined transparency order [7] , for a couple of years this property did not attract a lot of attention. However, from 2012 there have been several works exploring that property. Mazumdar et al. construct rotation symmetric S-boxes with high nonlinearity and DPA resistance [18] . The same authors use constrained random search to find S-boxes with low transparency order and high nonlinearity [19] . Picek et al. use heuristics to evolve S-boxes that have improved values of transparency order property for 8 × 8 size [20] and 4 × 4 size [21] . The same authors investigate one more measure, namely, confusion coefficient that characterizes the resilience of S-boxes against DPA attacks [22] . Evci and Kavut show the minimal affine transformation needed to change transparency order property [23] . Nguyen et al. investigate the influence of transparency order property on Serpent-type S-boxes [24] .
Our Contributions
There are two main contributions in this paper. Our first contribution is that, to our best knowledge, we are the first to generate S-boxes with improved values of modified transparency order property. In order to do that we use two techniques; heuristics and affine transformation. For the 4 × 4 size, we find the best possible value of modified transparency order as well as lower and upper bounds for all 16 optimal classes. The second contribution is extensive DPA analysis of several newly generated S-boxes as well as their comparison with the PRESENT S-box.
The remainder of this paper is organized as follows: Section 2 gives basic information about cryptographic properties of S-boxes. In Section 3, we present S-boxes that have improved values of modified transparency order. Furthermore, we give a comparison between several methods capable of generating S-boxes. Side-channel analysis of a number of S-boxes with improved modified transparency order values as well as PRESENT S-box is presented in Section 4. Finally, in Section 5, we conclude the paper.
Preliminaries
Here, we present basic notions about cryptographic properties of S-boxes that are of direct interest in this research.
Optimal S-boxes
First, it would be beneficial to offer an answer which S-boxes are actually suitable in practice. When considering 4 × 4 S-boxes, there exist in total 16! bijective S-boxes which is approximately 2 44 options to search from. Leander and Poschmann define optimal S-boxes as those that are bijective, have linearity equal to 8 and δ-uniformity equal to 4. Since the linearity that equals 8 is the same as nonlinearity of 4, we continue using the nonlinearity property instead of the linearity. By using some shortcuts they found that all optimal S-boxes belong to 16 classes, i.e. all optimal S-boxes are affine equivalent to one of those 16 classes [4] .
Therefore, for the 4 × 4 S-box size, we concentrate only on optimal S-boxes as those of practical interest. Indeed, as far as the authors know, all ciphers that use 4 × 4 S-boxes actually use optimal S-boxes [13, 14, 16, 25] .
For the 8 × 8 size, there exists no such classification, but in general it is believed that nonlinearity of 112 is the maximum possible and therefore the best S-boxes should reach that nonlinearity [26] . There are other conditions except the nonlinearity property, but highly nonlinear S-boxes usually also have other classical properties with good values [26, 27] . In accordance to that, for the 8 × 8 size, we restrict our attention to the same properties as for the 4 × 4 size.
Cryptographic Properties of S-boxes
Here, we discuss the properties that are used to define optimal S-boxes: bijectivity, nonlinearity and δ-uniformity [4] . Besides those properties, we also formally introduce two properties that constitute the core of this research: transparency order and modified transparency order.
The addition modulo 2 is denoted as " ⊕ ". The inner product of vectorsā andb is denoted asā ·b and equalsā ·b = ⊕ n i=1 a i b i . Function F, called S-box or vectorial Boolean function, of size (n, m) is defined as any mapping F from F n 2 to F m 2 [7] . The Hamming weight HW of a vectorā, whereā ∈ F n 2 , is the number of non-zero positions in the vector.
An (n, m)-function is called balanced if it takes every value of F m 2 the same number 2 n−m of times [26] . Balanced (n, n)-functions are permutations on F n 2 . Nonlinearity N L F of an (n, m)-function F equals the minimum nonlinearity of all non-zero linear combinationsb · F of its coordinate functions f i , wherē b = 0 [28] :
Here, W F (ā,v) represents the Walsh-Hadamard transform of F [7] :
Differential delta uniformity δ represents the largest value in the difference distribution table without counting the value 2 n in the first row and first column position [1, 26, 29] .
Prouff introduced transparency order property of S-boxes which can be defined for a (n, m)-function as follows [7] :
Here, W DaF represents Walsh-Hadamard transform of the derivative of F with respect to a vector a ∈ F n 2 . For further information about the transparency order property, we refer readers to [7, 28] .
Recently, researchers presented modified transparency order property in order to deal with some errors in the original definition [17] . This new, modified transparency order property equals:
where A Fj (a) represents the autocorrelation function of F and C Fi,Fj (a) represents the crosscorrelation function. The crosscorrelation C Fi,Fj (a) between functions F i and F j equals:
We do not give an exhaustive explanation behind the modified transparency order, but rather we enumerate main problems with the original definition of transparency order which are corrected in the new, modified measure. In [19] , it was shown that the autocorrelation spectra properties of the coordinate functions have a bearance on the resistivity of the S-box towards power analysis attacks. Further, the crosscorrelation term in the modified transparency order show that the coordinate functions when selected in a pairwise fashion, also affect the resistance to the power based side-channel attacks. Therefore, along with the differential uniformity [30] , several cryptographic properties of an S-box such as the autocorrelation spectra and the crosscorrelation spectra properties also determine the side-channel resistivity of an S-box.
In the transparency order property, there is a maximization over all values of β which is shown to be redundant. Next, the crosscorrelation terms between coordinate functions is assumed to be 0 in the original definition which is not the case in general. Finally, when considering lower bound in the original transparency order, it is calculated for bent functions, but the property itself is defined only for balanced functions [17] . In the original definition of the transparency order, the coordinate functions of an S-box are assumed to be balanced, which though correct for popular S-boxes in block ciphers, is not correct on the entire space of S-box functions. This makes the definition of original transparency order incorrect for S-boxes with unbalanced coordinate functions like bent functions. For instance, it was shown in Chakraborty et al. that for an S-box with pairwise complement coordinate functions which are bent, DPA is not possible [17] . But from the definition, transparency order is maximum for such S-boxes, which indicates high vulnerability towards the DPA attacks. This contradiction renders the original definition of transparency order incorrect.
Affine Equivalence
For two (n, n)-functions S 1 and S 2 to be affine equivalent, the following equation needs to hold:
where A and B are invertible n × n matrices and a, b are constants in F n 2 .
Picek et al. showed that affine transformation can be used to generate affine equivalent S-boxes that have different values of the transparency order and the confusion coefficient properties [21, 22] .
Generating S-boxes
In this section, we use several techniques to generate S-boxes with improved modified transparency order. Furthermore, we conduct a comparison between those methods and give an analysis of the lower and upper bounds for the modified transparency order of 4 × 4 S-boxes.
Random Search
For random search, solutions are generated by creating uniformly at random a permutation list of values from 0 to 2 n−1 . Distribution of the random S-boxes values is shown in Table 1 for the 4 × 4 size and Table 2 for 8 × 8 size. 
Genetic Algorithm
In accordance with the related works, e.g. [21, 31] , we experiment with heuristics to evolve S-boxes that have good modified transparency order values. For the algorithm of the choice, we use genetic algorithm (GA) since it proved to be a good choice in related works. We emphasize that the genetic algorithm does not necessarily represent the best possible approach how to solve this problem, but rather an option one has at his disposal. For a detailed explanation about genetic algorithms, we refer interested readers to [32] .
To represent the problem, we use a permutation representation where an Sbox is represented with decimal values between 0 and 2 n − 1, where each of those values is one entry for the S-box lookup table. For the permutation representation, a mutation operator is selected uniformly at random between insert and inversion mutation [32] . Recombination operator is selected uniformly at random between the partially mapped crossover (PMX) [33] and order crossover OX [34] . Both of those crossover operators are among the most common ones for the permutation encoding.
Fitness Functions. When investigating 4 × 4 size, fitness function combines all the properties that the optimal S-box must have plus the modified transparency order. The goal is to maximize the following function:
We subtract M T F and δ-uniformity values from the maximum obtainable values since we represent the problem as a maximization problem and those properties need to be as small as possible.
For the 8 × 8 case, fitness function equals the sum of nonlinearity (N F ) and modified transparency order as follows:
For this size, we do not add δ-uniformity to the equation since all our experiments show that it does not help in converging to better solutions, but just makes the evolution process longer.
Common Parameters. Parameters for the GA are the following: the sizes of (n, n)-function are 4 and 8, number of independent runs for each evolutionary experiment is 50 and the population size is 50. Tournament size in steady-state tournament selection is equal to 3. Mutation probability is set to 0.3 per individual. This mutation rate is set on a basis of tuning phase where it showed good results. The evolution process lasts until there is 50 generations without improvement of the best solution. Common parameters are additionally given in Table 3 .
Evolved S-boxes
For the 4 × 4 size, the best value of modified transparency order we found with the genetic algorithm is 1.9 for an optimal S-box. The transparency order and the modified transparency order values for our evolved S-box as well as for the PRESENT S-box and random S-box are presented in Table 4 .
Next, in Table 5 , we display a solution that have the best modified transparency order (1.9) property that we found with the genetic algorithm and that belongs to the one of the optimal classes.
As it can be seen, for the 4 × 4 size, it is possible to obtain S-box that has significantly lower value of modified transparency order while remaining in one of the optimal classes. Next, we display results for the 8 × 8 size in Table 6 . As it can be seen, in this case properties like the nonlinearity, δ-uniformity, GAC (Δ F and σ F ) [35] significantly deteriorate for the evolved S-boxes. In Figures 1  and 2 , we display results for random, AES and evolved S-boxes for sizes 4 × 4 and 8 × 8, respectively.
Affine Transformations
It has been shown that the transparency order property is not affine invariant under certain affine transformations [21] . Therefore, we investigate whether the same applies when considering modified transparency order property. We apply four affine transformations as given in [21] , where we see that the transformations 3 and 4 change the modified transparency order values (as is the case for the transparency order property [21] ). Those affine transformations are based on Eq. (6). By following the reasoning from [23] , we observe that we can apply the same transformation as in that work in order to conduct an exhaustive search. That affine transformation has the following form:
Note that the affine transformation in Eq. (9) is the special form of transformations 3 and 4 from [21] where constants c and d equal 0 and matrix B is the identity matrix. Results of exhaustive search for all 16 optimal classes' lower and upper bounds are given in Table 7 . Additionally, we offer results for class representatives where G 1 to G 15 are the usual acronyms for the 16 optimal S-box classes. We see there is only one class that reaches the minimal value of 1.9 and there are 10 different maximal values over all classes. In Figure 3 , we give a frequency distribution of all values under the affine transformation from Eq. (9) for the optimal class G 1 .
Note that the best value from the exhaustive search is the same as from the genetic algorithm. This shows that such heuristics should present a viable choice when generating S-boxes of comparable sizes. For larger sizes we believe heuristics like genetic algorithms are not appropriate. This stems from two important facts. The first one is that the generated S-boxes have significantly worse values for properties like the nonlinearity and δ-uniformity. The second reason is that the equation for calculating the modified transparency order is much more complex and computationally demanding than in the case of e.g. original transparency order property. This results in relatively slow evaluation of the modified transparency order property, a fact not so important when it is necessary to run the equation only a several times. However, for heuristics like genetic algorithm where the number of evaluations can be rather large, this means the whole process will be long.
When considering 8 × 8 size, it is not possible to conduct an exhaustive search since the search space is still to large. Therefore, we run experiment with the affine transformation as for the 4 × 4 size, but for 1 000 randomly generated B matrices. The best value we found equals 6.89 (while AES S-box has 6.916).
Success Rate Evaluation of DPA Attacks on the Synthesized S-boxes
In this section, we evaluate the generated 4 × 4 S-boxes when these S-boxes are subjected to key-recovery attacks like differential power analysis (DPA) in the form of statistical analysis of the physically observables like power traces to efficiently discriminate the secret key. In this set of experiments, we consider Pearson's coefficient as the statistical analysis parameter.
In this experiment, we consider the standalone module of an S-box to which the input is the XOR of the secret key and the input message. We employ the security metric called success rate to measure how easily the physical observable can be turned into a successful attack [36] . The efficiency of a side-channel attack to reach a certain success rate (e.g. 80%) is the minimum average number of queries such that the success rate of this attack attains the value (80%). Here, we measure this efficiency of the DPA attacks in terms of number of queries required to extract the secret key.
We inspect the Gaussian noise distribution N with zero mean and standard deviation σ added to the Hamming weight of the S-box output S(x ⊕ k) as the physically observable power trace. From the literature, this is the standard power model for hardware implementation and as for the software implementation, this power model in the microprocessor is applied on each instruction execution [3] .
In order to evaluate the success rate, we observe the number of successful attempts to extract the secret key out of several random attempts to attack on an average. The success rate of the correlation analysis DPA attacks with noise with standard deviation values from 0.1 to 2.0 on the synthesized S-boxes is shown in Fig. 4 . We also perform the same experiment on the PRESENT 4 × 4 S-box whose results are shown in Fig. 5 . In comparison of success rate results in both the figures, we find that in the presence of noise with high standard deviation, the success rate of DPA attacks of the synthesized S-boxes is less than that of the PRESENT S-boxes.
From Table 8 , for Gaussian noise with standard deviation as high as 2.0, the maximum success rate attained in our class of synthesized S-boxes is less than half of that of PRESENT S-box. In the case the standard deviation of the Gaussian noise is small, the number of queries required to attain a success rate of 80% in case of our synthesized S-boxes is lesser compared to the PRESENT S-box. Furthermore, in the same table we give data about the transparency order and confusion coefficient values for all S-boxes. We can observe that the properties are not in line, e.g. different properties point that different S-boxes have the best DPA resistance. Further, the success rate for small number of queries is very small in both PRESENT S-box as well as our class of synthesize Sboxes. Also, contrary to the fact that the success rate of correlation DPA should increase with increasing number of queries, the dip in success rates (especially for PRESENT S-box) is significant for some regions of increasing queries. Similar results were observed in existing literature for classification rates of S-boxes with increasing number of queries [37] . (a) Success rate plots for the correlation analysis DPA on simulated power traces of S-box 1.
(b) Success rate plots for the correlation analysis DPA on simulated power traces of S-box 2.
(c) Success rate plots for the correlation analysis DPA on simulated power traces of S-box 3.
(d) Success rate plots for the correlation analysis DPA on simulated power traces of S-box 4. Although smaller modified transparency order should result in an S-box with better DPA resistivity, our experiments show that in the case of small differences in modified transparency, such behavior is hard to obtain. This behavior is similar to that what can be observed when examining original transparency order measure. However, there are at least two advantages of using the modified transparency order. The first one is the fact the researcher would use the correct formula (although, sometimes practical results do not show significant differences between properties). The second advantage is that the correlation between the modified transparency order values and max. success rates is more easily noticeable, although not linear. The answer whether the modified transparency order property is a sufficient countermeasure against DPA attacks highly depends on the level of noise in the settings. However, we believe it is not enough (similar to other DPA related S-box properties), but instead should be used in combination with some other countermeasures like masking.
Conclusion
In this work, we consider the influence of the modified transparency order property to the DPA resistance of S-boxes. We generate S-boxes that have improved values of the modified transparency order where for the 4 × 4 size, we remain in the optimal classes. When considering 8 × 8 size, the improvement in the modified transparency comes at the cost of the deterioration of other properties like the nonlinearity or δ-uniformity. Furthermore, we show the minimal necessary affine transformation needed to change the modified transparency order value. Based on that transformation, we show that the value obtained by our genetic algorithm is indeed the optimal one. In doing so, we also show that only one of 16 optimal classes for the 4 × 4 size can reach the best possible value for modified transparency. We use the same affine transformation to find the upper and lower bound for modified transparency order for all 16 optimal classes. Finally, we conduct practical SCA experiments with our new S-boxes as well as with the PRESENT S-box. From the results, we observe that the number of necessary traces for the successful attack is significantly lower for our S-boxes than for the PRESENT S-box in the presence of noise. Although our results indicate that the modified transparency order is more reliable measure than the original transparency order, we still do not deem it sufficiently strong to be considered without other countermeasures.
